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Driving your business office with confidence
in an ever-changing Higher Ed landscape
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PCI DSS v4.0

Driven by industry * 200: companies
e 6,000+ items
feedback







PCI-DSS v4.0

' Expand MFA « Updated password requirements « New e-commerce
ar and phishing requirements

Security
must evolve

. Allowance of shared accounts « Targeted risk « Customized approach
J] to 1mplem t and validate

Alignment between reporting and SAQ and info summarized in AOC

Flexibility
supports
innovation

Transparency
and
granularity




PCI-DSS v4.0
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Managing third-party payments/sponsor
contracts

What is it?
Manage third party sponsor contracts easily through an integrated online portal for the school and sponsors.

Why? 4 Demo SBP One University
- Integrated, seamless with real-time account balance Sponsor Service

- Reduces workload and outreach View Sponsors
- Billing management

- Sponsor portal

- Search, reporting and exporting features
- Notifications

- Reduces risk, no Pll via email

- No more PDFs
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_ Demo SBP One University 2 Profile ~

=== Admin Dashboard Sponsor Ser'ﬂfice

Business Unit .
View Sponsors

wis  Sponsor Service
=  Manage Payments
Search Sponsor Q,
B Manage eBill Runs
£ Settings
Sponsor Name Sponsor ID Business Units Sponsor View
ABC Pty Ltd ABC GLAKE, PSUNY Q|
Alumni Hall Association 2000113 PSUNV Q|
Apex Network SFDDO0004 PSCC =
Bank of Fargo SFTPO0001 PSUNY Q|
Boat Yard SFTPOOOT00 PSUMNY E
Convergence Corporation SFCAQO0010 PSUNV Q|
Cottonwood Corporation 000000001 PSUNV Q|
Ford Motor Company AV1000 PSUNY Q|
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_ Demo SBP One University

Admin Dashboard

Business Unit

Sponsor Service

Manage Payments

Manage eBill Runs

Settings

< Back | Sponsor Service > Sponsor Details

Sponsor Details

ABC Pty Ltd

Manage and edit sponsor details

Sponsor Name:
Address:

ABC Pty Ltd

One Main Street
Collingswood NJ 08108
sponsor 1D: ABC

Federal Tax 1D: H#H#HHABABC
< Payments Contracts
Transaction |D Business Unit Date

638122491850672709 GLAKE February 17, 2023

638120747898268599 GLAKE February 13, 2023

638120744407122377 GLAKE February 15, 2023

Students

Status

9 Completed
9 Completed
9 Completed

& wm .

Sponsor Users

Payment Method

MasterCard 5454
MasterCard 5454

MasterCard 5454

S Profile =

eBills >

+ Add Offline Payment

Amount

$600.00
$125.00

$150.00



Payment ID: 638122491850672709

Status:

Payment Amount:

Fayment Date:
Effective Date:

Sponsor Name:
Sponsor 1D:

Payer Name:

FPayment Method:

Payment Type:
Memo:

Institution Name:
Business Unit:

Completed

$600.00

February 17, 2023 10:46 AM
February 17, 2023

ABC Pty Ltd

ABC

Demo ong

MasterCard 5454
CreditCard

Partial payment to the following student(s):
SFTX00031 Garcia,Curtis $1500 -» $250
0002 Jones, Susan $101250 -= $350

Demo SBF One University
GLAKE

Student Payment Details
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_ Demo SBP One University

2 Admin Dashboard < Back | Sponsor Service > Sponsor Details

Sponsor Details

B  Business Unit
ABC Pty Ltd
&  Sponsor Service
Manage and edit sponsor details
=  Manage Payments
, Sponsor Name: ABC Pty Ltd
B  Manage eBill Runs
Address: One Main Street
* Settings Collingswood NJ 08108

sponsor ID: ABC

Federal Tax ID: ###H#H5ABC
£ Contracts Students Sponsor Users eBills Nol >
Statement ) . ) Supporting
Term Statement Date Amount Due Actions Motification )
Number Files
Acad year 2022- October 23, ¥ Download |Ed Email 1 File(s)
1.7 y $5,000.00 — =
2023 2022 PDF Sent A
Acad year 2022- October 23, ¥ Download B Email 0 File(s)
10_7 Y $5,000.00 — =
2023 2022 FDF Sent b
Acad year 2022- October 23 ¥ Download B Email 1 File(s)
2.7 y ‘ $5,000.00 — =
2023 2022 PDF Sent W
o Acad year 2022- October 23, T ¥ Download Email 0 File(s)



It is easy to manage your Invoice(s) by paying online, simply go here today

Please Pay this Amount:
$5,000.00

3~ Demo SBP One UniversityfRhiEse

Invoice Date: 02/08/2023

Invoice # 1_T - EXTORG 000000014993 Instituition: Glake eBill Mame Sponsor ID:  ABC

Bill To: ABC Pty Ltd Invoice Due: 03252023
One Wag Way Prior Balance 50.00
Dogyville, ME 04281 Mew Charges §5,000.00
Mew Paymenis 50.00

Contract Balance §5,000.00

Student Name! Student ID/IReference Contract'Reference/ltem Desc Charges

Tremblay,Jeanns-Anne Apademic Year 2022
D1 Acad year 2022-2023 Q0000000000000 1 55.000.00
Sponsored Tuition & Fees

Student Total §5,000.00

Important Billing Messages

Fees are due and payable upon receipt of this invoice.

Business Hours are 8:00 a.m. - 4:30 p.m.

If you have questions regarding charges or payments, please phone the Bursar's Office at (777)555-1212.
my message goes here....

Detach and return with payment



Notification Details

Date Sent: February 17, 2023 10:46:26 AM
Sender: noreply@nelnet.net
Recipient(s): SBPTeam@nelnet.net

Subject: Payment Confirmation

Email Body: A payment has been recorded in the amount of $600.00 for Demo SBP One University. Please allow one to
three business days for this transaction to display in your account.

Payment 1D: £638122491850672709
Payment Date:  February 17, 2023
Payment Amount: $600.00

Sponsor Name:  ABC Pty Ltd

Payer Name: Demo one

Payment Method: MasterCard 5454

If you have any questions, please let us know.
8001211234
demoone@mailinator.com

Thank you,
Demo SBP One University
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__Demo SBP One University

Admin Dashboard

Business Unit

Sponsor Service

Manage Payments

Manage eBill Runs

Settings

Complete

Select Date Type

Calendar Day

Transaction
D

63812249185067

63812074789826

63812074440712

63812009345454

63811478450631

AIRTTATRITIE 2D

Date

February 17,
2023

February 15,
2023

February 15,
2023

February 14,
2023

February 8, 2023

Fahrmare & 20972

Filter by Payment Status:

[] Pending Payment

Refund

[ canceled [] Returned

Filter by Payment Type:

[ AcH Credit Card
- Start Date
Business Unit Sponsor Sponsor ID
Name
GLAKE ABC Pty Lid ABC
GLAKE ABC Pty Lid ABC
GLAKE ABC Pty Lid ABC
GLAKE ABC Pty Lid ABC
GLAKE ABC Pty Lid ABC
2l AWE ARM B | Amr

[] offline

= End Date

Payment
Method

Status

@ Completed MasterCard 5454
Q Completed MasterCard 5454
@ Completed MasterCard 5454

¢~ Refund @) MasterCard 5454

¢ Refund () MasterCard 5454

Completed:
W Dortislie Moctarfard GAGA

Total

S Profile ~

Amount

$600.00

5125.00

$150.00

-52.00

-56.00

QA0 NN

%554 262.00
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_ Demo SBP One University

Admin Dashboard

Business Unit
Sponsor Service
Manage Payments

Manage eBill Runs

settings

Manage eBills

eBill Runs

Search, filter, sort and view eBills

Search by eBill Run Name

Scheduled

Create Date Start

Recejved Date Start

Filtar by eBill 5tatus:

Completed

)

Failed Canceled

Create Date End

Received Date End

3 Profile =

Create New eBill Run



Long term payment plans




@ N E LN ET @elnet Espafiol @ Customer 5
UNIVERSITY

Jared Kerkman University

Progress Tracker

B I

Conte Amount Plan Options R & Thank You
Information Due Schedule Authorize

Amount Due

Name Amount Due

David Alliant 4,000.00

Solicitation Disclosure

The following disclosure is pursuant to the Truth in Lending Act:

The Institu you owe: Your payment plan is for Jared Kerkman U e 13th Street, Lincoln, NE
participate in a payment plan is dependent en youl nding at th 3} E dy. The plan optio 0 e are what are
available to you.

Total Plan Amount: The total plan amount is the total amount you want to pay to y ution using the payment plan. Wi cta
payment plan option, you will be able to view the amount of your total balanc inc! y down payment, enroliment fees and adjusted
balance

Other Costs Ass ted with the Payment Plan:

« Down Payme i fi payment and to make a down payment, the down payment amount will
d ccording to the payment methed you hav lected
-t may include a one-time, nonrefundable enroliment fee. The enroliment fee d on the number of

payments selec ach plan period. The enrollment fee will be d to you during the plan enroliment proc

= Returned Payment Fes o0
If a payment is returned y be notified and a returned pay

= Late Payment Fee: The plan ct may include a late payme ] e fee. you will be notified of the late
fee deta E for your plan

stallmant nlan with navments dua on a recurring hasis The navmeant interval and a comnlate schedule of

o

Customer Service | Terms of Use | Privacy Policy

QA demo environment. Not for production use.




(@ NELNET
UNIVERSITY

Jared Kerkman University

Con Amount
Information Due

Plan
Options

Payment Plan Options

Amount Due to Jared Kerkman University: $4,000.00

Select a payment schedule

LTPP2

Select Payment Method

Automatic Paymer

Down Payment
(Due Today)

$400.00

$400.00

$400.00

$400.00

$400.00

$400.00

$400.00

Schedule

Number of

Prpamt Beginning Month

July 2023

July 2023

July 2023

July 2023

July 2023

July 2023

July 2023

Cocr J vert)

(melnet (@9 Espaiiol (i) Customer s

ew & Thank You
thorize

Payment Plan
Last Day to Enroll Enrollment Fee
(Due Today)

1st Payment Available
Amount Payment Days

21 Jun 2023 §100.00

21 Jun 2023 §100.00

$180.00 5 21 Jun 2023 §100.00

21 Jun 2023 §100.00

§163.64 5 21 Jun 2023 §100.00

$156.53 S 21 Jun 2023 §100.00

$150.00 5 21 Jun 2023 §100.00

Cancel

Customer Service | Terms of Use | Privacy Policy

QA demo environment. Not for preduction use.

Self-Service



@ NELNET
UNIVERSITY

Jared Kerkman University

Conta Amount Plan Options Payment Payment
Information Due Details Scheduie

Final Approval Disclosure

leas:
his Agreement ap
or our). You agres that we may prowde
Ele relat

ot Tmtad e
nt may cove
ronic Delivery of Electron

s to software whic

Finance Charg

Total Plan Amount: $3,600.00

@elnet @ espatio () Customer sen

Approval Thank You
Disclosure

o
n payment plzn inc Iudmg the do
ipate in electr
rm from us. You unde

g
e to you in electronic form may be provided: (a) via email at the

ive by using your bro
your account is closed by

ithin a reasonable
ot mpact any i

acaive delivery

our payment plan and includes the Down Payment and Enroliment Fee.

ted with the Payment Plan:
*+ Down Payment: £400.00
re your payment plan.
ed upon enroling in a payment plan agre:

s the fee that wil be assessed t untif a payment fail
e Payment Fee: 50
Payments not paid by the due date may be assessed a late payment charge

Installments: This payment plan is an instaliment plan, with payment payments due on a ret

your designated account on the

« Installment Balanc

Federal Loan Alternatives: As an alternative to a tuition payment plan, you may qualify for

curring basis. Payments will be automatically deducted from

change
nent plan. You
refunded. Any refund of the Down Payment

ral education financial assistance through a loan

ogram under the Higher Education ACtof 1965 For addional nformation Ieluding the et s omiae snde soch o program, contact your

p
institution's financial add offce or the Department of Education at: hitps://studentaid gov.

Prepayment: If you pay this payment plan off early, you will ot have a penalty; however you will not be entitied to a refund of the finance charge.

Bankruptcy: If you file for bankruptcy, you may still be required to pay under this payment plan. Except in certain cases, the unpaid balance may still be

due to your creditor after the bankruptc

O I have read and agree to thes

Cancel

Customer Service | Terms of Use | Privacy Polic

e, QA demo environment. Not for production use.

,z:ﬁ/ % ;;%g_r.{q/_z R,

Disclosure
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https://fsapartners.ed.gov/knowledge-center/library/dear-colleague-letters/2023-02-15/requirements-and-responsibilities-third-party-servicers-and-institutions-updated-may-16-2023
https://fsapartners.ed.gov/knowledge-center/library/dear-colleague-letters/2023-02-15/requirements-and-responsibilities-third-party-servicers-and-institutions-updated-may-16-2023
https://fsapartners.ed.gov/knowledge-center/library/dear-colleague-letters/2023-02-15/requirements-and-responsibilities-third-party-servicers-and-institutions-updated-may-16-2023
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